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(57) Abstract: 

PURPOSE: To efficiently supply data and a program at 
low cost by applying different encipherment to the 
plural data, and recording a key code for decoding the 
data required by an user on a disk. 

CONSTITUTION: The encipherment capable of decoding 
by the different key codes by 1:1 is performed to the 
plural data recorded on the optical disk, cutting is 
applied to a master disk to duplicate the optical disk. 
At the time of reading, a system controtier 7 reads the 
key code and stores in a key code memory circuit 4. The 
required data read from the optical disk 1 recovers the 
original data by detecting a synchronizing signal and 
decoding the cipher in a synchronization detecting 
circuit 3 and decoding circuit 5 through a data strobing 
circuit 2. When the key code is different from the 
original one and is not recorded in a position 
corresponding to the disk, the reading cannot be 
performed. Thereby, the data or the program of a small 
capacity can be recorded on the optical disk with large 
capacity and the data and the program can be supplied 
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SPECIFICATION 

1 . Title of the Invention 

Disk and data protection system using the disk 

2. Scope of Claim for a Patent 

(1) A disk for recording a plurality of data differently 
encrypted, characterized in that a key code data for 
decrypting the data encrypted as required by the user is 
recorded in an additionally writable portion, while the key 
code data for the data not required is not recorded in the 
additionally writable portion. 

(2) A disk as set forth in claim 1, characterized in 
that said disk is an optical disk. 

(3) A disk as set forth in claim 2, characterized in 
that a disk for recording a plurality of data differently 
encrypted is used as a master disk, for duplicating the same. 

(4) A data protection system for a disk, characterized 
in that at the time of reproduction, the key code data 
recorded in the additionally writable portion of the disk is 
read, so that only those key code data required by the user 
are decrypted, while the data not required by the user cannot 
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be decrypted. 

Detailed Description of the Invention 
[Applicable Field of the invention] 

The present invention relates to a disk and a data 
protection system using the disk, or in particular to a disk 
and a data protection system for the disk, in which a 
specific data recorded in the disk can be supplied to the 
user inexpensively while the other data is protected from 
being read out . 
[Background of the Invention] 

In the prior art, an optical disk for supplying a large 
capacity of data and programs to the user is known in which 
data and programs of as large as 550 megabytes can be read 
utilizing a read-only optical disk (compact disk) used for 
music reproduction ( "Compact Disk Used as a Data File 
Memory", Nikkei Electronics, March 12, 1984). 

For a data or a program of a small capacity, however, 
the production of a single disk for, for example, data of 
several Kbytes reduces the utilization efficiency of the disk 
considerably. It is possible to produce a single disk by 
combining a plurality of data and programs of such small 
capacity. The chance is slim, however, that all the data are 
required for each of multiplicity of unspecified users, and 
supplying data and programs of small capacity to the user in 
this form leads to the disadvantage of an increased disk 
cost. 

[Object of the Invention] 

The object of the present invention is to provide a disk 
for recording data by a novel method and a data protection 
system, in which data and programs of small capacity can be 
supplied to users inexpensively. 
[Summary of the Invention] 

According to this invention, there is provided a disk 
for recording a plurality of differently encrypted data, the 
disk having an additionally writable portion for recording a 
key code for decrypting the data as required by the user, on 
the one hand, and a data protection system for decrypting 
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only the data required by the user by use of the key code 
recorded in the additionally writable portion of the disk and 
for prohibiting a decryption of the other data, on the other 
hand . 

[Embodiments of the Invention] 

An embodiment of the present invention will be explained 
below with reference to the drawings. 

First, the configuration and the operation of an 
encryption circuit for recording data in an optical disk will 
be explained with reference to Fig. 2. 

In the encryption circuit of Fig, 2, numerals 8a to 8p 
designate shift registers, numerals 9a, 9b, 12 EOR (exclusive 
OR) gates, numeral 10 a key code data input terminal, numeral 
11 a data input terminal, and numeral 13 an encryption or 
decryption data output terminal. 

This circuit is an encryption circuit having a M series 
data generating circuit configured of the shift registers 8 
and the EOR gates 9a, 9b, using a generating polynomial G(x), 

G(x) = x 16 + x 12 + x 5 + 1 

In recording data, a key code data is assigned to each 
data to be recorded, and the key code data is input to the 
shift registers 8 through the key code data input terminal 
10. In this case, the key code data is expressed in 16 bits. 

Then, when serial data are input from the data input 
terminal 11, the key code data preset in the shift registers 
8 are shifted by the same clock as that for sending the data, 
and the data constituting a random pattern is output during 
2 16 clocks from the last stage p of the shift registers 8. 

The data and the random data are added through the EOR 
gate 12 thereby to encrypt the data, which is output from the 
output terminal 13. 

The data are assumed to be divided into small blocks and 
managed by sector on the optical disk as on the magnetic 
disk. The data only in one division block is encrypted in 
the manner described above. After encryption, the data with 
a sync signal or a control signal added to the front of the 
block is recorded in the optical disk. 
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At the same time, indexes are recorded without 
encrypting the same which indicate the tracks and sectors of 
the optical disk where the data and the key code data are 
recorded. These are recorded in the master disk for 
producing the optical disk. After recording by encrypting a 
plurality of data and programs corresponding to respective 
key code data, optical disks are duplicated using a stamper 
from the master disk. In this way, the optical disks can be 
mass produced. 

In the process, an additionally writable portion is also 
formed. The key code data is recorded in the additionally 
writable portion in the same manner as the index is recorded 
previously. The additionally written key code data (2-byte 
data in this embodiment) is only key code data corresponding 
to the data used by the user of a given optical disk. 

By doing so, in the case where data and programs are 
copied in magnetic disks and supplied to the users, for 
example, the need is eliminated to use many copiers or to 
copy all the data and programs by consuming a long time, and 
the additional write operation takes a shorter time. 

Now, the case in which the user of the optical disk 
reads the data recorded in the optical disk will be explained 
with reference to Fig. 1. Fig. 1 is a block diagram showing 
an optical disk reproduction device. 

In the drawing, numeral 1 designates an optical disk 
drive, numeral 1-a an optical disk in which data are 
recorded, numeral 2 a data strobe circuit for converting the 
analog signal read by the laser from the optical disk into a 
digital signal, numeral 3 a sync signal detection circuit for 
detecting the sync signal located at the head of the data 
block, numeral 4 a key code data memory circuit for holding 
by reading from the disk the key code data used for 
decryption of the data read, numeral 5 a decryption circuit 
for decrypting the encrypted data, numeral 6 an output 
terminal of the decrypted data, and numeral 7 a system 
controller for controlling the whole of the optical disk 
device. 
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First, a control signal a is sent from the system 
controller 7 to the drive 1, and the signal b read from the 
optical disk is converted into a digital signal through the 
data strobe circuit 2. After that, the signal c representing 
the track and sector address having recorded therein the 
index information including the file name, the track and 
sector address of the data and programs recorded in the disk, 
and the key code data required for decrypting the data and 
programs is sent to the system controller 7. 

Then, an attempt of the user to read the required data 
or program file causes the system controller 7 to read the 
key code data that has been used for encrypting the data or 
the program to be read. In Fig. 1, the key code data d 
converted into a digital signal and output from the data 
strobe circuit 2 is input and stored in the key code memory 
circuit 4. 

After that, the intended data or program is read out. 
These data and programs are segmented into small blocks at 
the head of each of which a sync signal is added. 

The same circuit as the encryption circuit shown in Fig. 
2 is used as the circuit 5 for decrypting the encrypted data. 

Specifically, the output e of the key code data memory 
circuit 4 of Fig. 1 is connected to the key code data input 
terminal 10 of Fig. 2, and the output f of the data strobe 
circuit 2 of Fig. 1 to the data input terminal 11 of Fig. 2. 
The data output terminal 6 of Fig. 1 is identical to the data 
output terminal 13 of Fig. 2. 

The intended data read from the optical disk and 
digitized in the data strobe circuit 2 is input to the sync 
signal detection circuit 3 and the decryption circuit 5. The 
sync signal at the head of each small block is detected by 
the sync signal detection circuit 3. The detection signal g 
output from this circuit is sent to the decryption circuit 5, 
so that the key code data e output from, the key code data 
memory circuit 4 is loaded in the shift registers 8 of Fig. 
2. As a result, the initial value of the M series data is 
set . 
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Then, the encrypted data following the sync signal is 
input to the data input terminal 11 of the decryption circuit 
5. At the same time, the shift registers 8 of the decryption 
circuit 5 perform the shift operation with the same clock as 
the data are sent serially. As a result, the encrypted data 
are added, through the EOR gate 12, to the same M series 
random data as those used for encryption and restored to the 
original data. 

Specifically, let the original data bits be D, the 
pattern of the M series be m, and the pattern recorded in the 
optical disk be D'. Then, the pattern D' can be expressed as 
follows : 

D' = D(+)m 
where (+) is addition in EOR 

At the time of decryption, the M series data added to 
the read data is synchronized by the sync signal to obtain 
the same data as that at the time of encryption. Then, the 
decrypted data can be expressed as follows: 

D'(+)m = (D(+)m)(+)m = D 

If the key code data is different from the original one, 
such data is not decrypted since the M series data added to 
the data for encryption is different from the M series data 
for decryption. 

Further, in the case where the key code data is not 
recorded in a corresponding area in the optical disk, all of 
the shift registers 8 are set to "1" to inhibit decryption. 
Thus, the data in the optical disk is protected by 
prohibiting the reading thereof in the case where the key 
code data is different or not recorded. 

Instead of the encryption circuit and the decryption 
circuit utilizing the M series generating circuit according 
to this embodiment, any type of circuit may be employed which 
can perform the encryption and decryption operations 
corresponding to the key code data. 

As described above, according to this embodiment, a 
plurality of data recorded in the optical disk are first 
encrypted with individually different key codes for 
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decryption, which data are cut in the master disk from which 
optical disks are duplicated. 

In the case where an optical disk is supplied to a data 
user, a key code data for decrypting the encrypted data 
required for the user is recorded in an additionally writable 
portion of the optical disk, so that the user can read only 
the required data, while the key codes corresponding to the 
other unrequired data are not written and therefore cannot be 
read by the user. 

As a result, a multiplicity of data and programs of 
small capacity can be recorded in an optical disk of large 
capacity. It is thus not necessary to produce the disk for 
each data, and the data can be protected. Thus, a great 
amount of data and programs can be supplied to the. users at 
low cost. 

[Effects of the Invention] 

According to this invention, a plurality of data and 
programs of small capacity can be recorded in a single disk 
of large capacity, and the data and programs to be read can 
be specified for each user, while the unrequired data and 
programs can be protected by preventing them from being read. 
As a result, only a single disk is cut and duplicated for a 
plurality of data and programs, thereby making it possible to 
supply data and programs efficiently and inexpensively. 
4 . Brief Description of the Drawings 

Fig. 1 is a block diagram showing an optical disk 
reproduction device according to an embodiment of the present 
invention, and Fig. 2 is a circuit diagram showing an example 
of the circuit for encrypting or decrypting the data., 

1... Optical disk drive, 3 . . . Sync signal detection 
circuit, 4... Key code data memory circuit, 5 ... Decryption 
circuit, 6 i . . Data output terminal, 8... Shift registers, 9a, 
9b, 12...E0R gates, 10... Key code data input terminal, 
11... Data input terminal, 12... Data output terminal. 
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